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EHO XHd| & EbX|oig H| 1 — OWASP TOP 10

| OWASP Top 10 (2013) Network Firewall IDS / IPS WAF

A1: Injection A

A2: Broken Authentication and Session Management

A3: Cross Site Scripting (XSS)

A4: Insecure Direct Object References

A5: Security Misconfiguration

AG6: Sensitive Data Exposure

A7: Missing Function Level Access Control

A8: Cross Site Request Forgery (CSRF)

Ol0|l0O|lO0|O0O|O0O |0 |0 |0

A9: Using Components with Known Vulnerabilities
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A10: Unvalidated Redirects and Forwards
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* OWASP Top Ten Web Application Security Vulnerabilities(2013)
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Figure 2. Main Differences Between WAF, IPS and NGFW
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* Source: Gartner Report (February 2014)
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3. &2 7|s - Gartner0j|A| E2o|Tt WAF 7| =

WAPPLESZ, Gartnerdj|A| Ho|ot flttolH (WAF)2| 8 7|52 BF QHEsiL|Ct

H} QUHISEH E" i foks =

Parameter Tampering, Cookie Poisoning,

URL, Parameter, Cookie,
Website Defacement & 5= 0|&35I0 EX| & Ti&

and Form Protection

x|obd M & 20| LRt IfEo| CHd

Leverage Vulnerability
User Defined Pattern 552 &df &fX| X &

Scan Results

Web Applicati 1 ollH}&
e Fifefju;::il ol =2 24 7[4 X5 Lol WAPPLES
Multiprotocol o _
Security
IF Reputation O IP Block X IP Filtering E2 &%t ® MO (Blacklist/Whitelist)
et SOl 2t =9 ZAHO| CiAlL =2 2M J|HlOZ A EiX
Web Attack Signatures . SQL Injection, XSS &1t €2 F8 3 —.Ic:>|11I2H0H 1 =2 24 7|ge 2 34 §IXl/
o
Web Vulnerabilities . £ 0§ Z2|AH 0| MO|Lt S/we| L{Zl FAHOf T =
Signatures User Defined Pattern 22 Sl B X| X S
Automatic .

. = good to very good O = average or fair O = below average

IP = Internet Protocol
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= QIZt2l(Inline)2 £, EA| (Reverse Proxy)2 E, TZEA| (Transparent Proxy)2 =, O|F2HHA) 8 &
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4. JISEXH - g1 mo|ol HQF 22| (GUI 7|8 22| 2L X&)
WAPPLES 22| =1 E XS AI25= AIEXIE fict 2t 4H 7|5
= 97IX| StepC 2 FAEI OFHAL HA I .*E’S 7ls2 0|39
WAPPLESE NS A&l rﬂxr ZHHESHA WAPPLESZS AHE5H7| it 80| 7tsg L.
o BlO|MA MY AMH FIh EIMH 2YDE MY HAO|E MY S
= WAPPLES AtES 2Ioh ZH|A0Ho| A0 e HAHSHK| U2 52 Default 4422 ™ E LICL

21 =7 OHE AL

BESIE NS AT ASNE Y IE 2TYY
WAPPLESS AE17| 93t Al2310) MW IFELICL
(2%BA o1% @2 P32 Defadlt 222 BHHUCH)

i
vy

HIHE ArEet?| JsiAs 48 22 =E0M 2235

[ELT

=l
pa s |
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A B2 Op AL - Step 1 of 9 [ = |

ZEIEFE ME AFBTlE AENE FTHE 28 O MZILICH
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4. NIEEEHE - g1 Helst 2QF 2| (GUI 7|H SE|2E X J)

Preset ¥ HIEf O 2 XIG=22 44 X|&
202 HBEIE 7 1Al Preset HHE HITO 2 1 BAO| A HES NREH HHY + YLD
X QM LHE LYY, 2227| 7|s & N3 &E LT

SREER P =20 ID: ::5W Bypass : Disabled  ::PLS: Disabled  ::High Availability : Disabled
Intelligent
\VA?? OpHAL [AME v S22 v ZAE] v JOE v Hay SHHMH
4px
2 M Y LES B EY
= 202 =21 e
& 6.RIH AL Buffer Overflow ANEX HO & HEHE 22
N AZC;D;;%EF&N Cookie Peisoning EfR| otz & XoeE 2s
[ Cross Site Seripting ~3EE 32 9 ® 017 T : 400 Bad Request
7|2 B0t g Directory Listing @ 043 == : 400 Bad Request
SrIgel wY A Error Handling ® 093 2= : 400 Bad Request
BHE0 S Extension Filtering o REEE g2
File Upload & XEEE g
Include Injection o #ER e
Input Content Filtering 7| org o AR g
Invalid HTTP 2Tigk HTTP AT 0 sz a7
fnvalid URL URL 3% EX| @® 013 2L : 400 Bad Request
IP Filtering EHX| ot & XOEA e
Parameter Tampering 7| o o #OEE g2
Privacy File Filtering £0 740 BE =% & ROEE g2
Privacy Input Filtering SHA| org & ROEE g2
Privacy Output Filtering FoEs =27 & ROSE g2
Request Header Filtering ErX| OHE & ROEHE g2
Request Methed Filtering OtFESH QD HE| & ROSE g2
Response Header Filtering A B2 §2 %X & ROEHE g2
SQL Injection =5 oz I @ 0§23 3E : 400 Bad Request
Stealth Commanding Qe TE g MW AL BE| & XTSI 22
SUSPICIOUS ACCESS SHA| oFE & XOTE gs
Unicode Directory Traversal SHEX| 22 QUIE T @ ®13 S : 400 Bad Request
URL Access Control Bl & RS 22
User Defined Pattern Bl & TS s
Website Defacement Bl & RS 22
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4 HIESEHE - 21 Ba|s Bot B2 (GUI 7|4 BE|E
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o A|AE! Bi5 CPU AME 813/ RAM A2 3gl/ L EQ T QIE{H0|A igt A|AH &g/ J|EF 818 (PLS 915 9 HA S)
o MH|A gk HAOIE MB|A oig (FH 0|5, EAO|E, EciH, I|O|X|5|E, 8B R E)/ Throughput 1/ CPS ¢igl/ TPS &
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W 1921682251 - WAPPLES B2IS3 leco 5, S
wPURI P +£2% D admin +SW Bypass @ Disabled #PLS | Disabled it High Availablity - Disabled |
Intelligent
op A :.-xu:x v ZNED v DB v MIA  REEN v BAEY
axEg| .
5 4 NP0 HUE BX AAE 0% TNP §A £ 5 2F VLS UNDOS MOSUT, Last Update  2014-03-03 171626 8]
awed 2N § ¥V Toplo
1% 015% 1% No. qN U 2z &2 HOIX| 0|5 o A [OHK #E
604 0 0 0 604
9| 371 Tops 1% 6 ) 0 6 0

1 Unknown 613

QX % Tops "XE Event

1 Do 413 No. o A = a8
1 Dongin 613
Dongin URL Access Contr § RO%RI §E
Dongin URL Access Control d RPN GS
Dongin o RO%X §8
Dongin d ROUNX G
Dongin v o RO G8
F24% IP Tops Dongin URL Access Control img/ci.gif d RPN G
Dongin URL Access Control img/titlebar_bg_right gif & U RF
1 19216822110 3
~ Dongin URL Access Control imgAtitiebar bg left gif & RN EE
2 19216822110 276 ooy
Dongin URL Access Control img/box f & RUNA RE
Dongin URL Access Control fimg/box_bottom.gif d ROENI RS
1 Dengin URL Access Control mg/box_b kit gif & JUNA RF
12 Deongin URL Access Control Wmg/box_right gif & RO NS -

< CJA|EE > EtX| 8% o|O|X]| >
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©®X 29| ¥M LHE = 7|5 A HM M 7|5 HISS Sl SAX} 240 7ts5t=E X J
= HMOIE Z/ 7|2t B/ & B/ HA
Z:

AEAFFel B 7IE2E Al 21 dA
= M 23 =tHNM 22X S40] A

o
| O|F0] M=X[0f| CHoHAl =QI0] 7HSRELICE. (Raw data & B X| 27 S A

APERF 2H - - C
2 MOIE P Hx > 7T mA1E - = 7 -
~ T
HE 219/ HA 5181 #  |1/21 page ~
E0E Sun F2 =7t URL ERX Fa Az o ]
(=il
Known Attack 1.1648.1:27 e, South Korea unknown_host/abed/efg 75.210.62.06:3 'm 21 mHEE —~ -— EI_@'
Input Content Filtering 1.35.99.250:202 bl Taiwan unknewn_host/url_test 20013871139 g - HO|E ~=g E—
Website Defacement 100.56.124.224:335 B8 United Sta.. unknown_host/test_url 170.207.52.231 =e E Character Set [Ummde (UTF-8) .]
Known Attack 102.14874121-101 7 Unknown unknown_host/url_test 115.8419091] || &= 111 Raw Data ‘ Decoded Datal
Privacy File Filtering 10215512.88:140 7 Unknown unknown_host/abcd/efg 250.195.30.209 | £ Cookie Poisoning GET /cookie.exe?ccc=75390584073578371534517 HTTR/1.1
Stealth Commanding 102.254.62.151:101 7 Unknown  unknown_host/test_url 200.152173.2q | EEX F£&  123456789.123:80 Cookie: c=; d=2; count=0; Sphere_c=BtsjiQD64r+CSEW+mEQ-
= 7| flxvPeds; Sphere_d=kWakhGppXFAP7NEY1Bh7eXu8aMs;
User Defined Pattern 10411455130:216 7 Unknown  unknown_host/test_url 40.236.66.11°9f || SEH 37t Cocal) 285; Sphere_d=kWaknGppXFAPTN EXuESIMS
=P Y 456.780.123.456:30 Sphere_count=4b8cxhIv8atf78kg4uEN1jMkueg$; c=aaa
Cross Site Scripting 106.163.68.47:162 e Japan unknown_host/abcd/efg 235.156.16.58: Host: 456.789.123 456
Al 2013-09-03 27 11:48:12
Privacy File Filtering 106.24.163.17:209 |l China unknown_host/test_url 138.79.102.42 || 456,750,125 4550 Connection: Close
| . 47470 M= United Sta % h bed/ef a T # MOIE - User-Agent: Sphere Acceptance Tester v2.1
URL Access Contro 107.21.32.242:470 B3 unknown_host/abcd/efg 148.2252422 23 URI P e
Buffer Overflow 107.232 22612671 BE United Sta.. unknown_host/123/adsf/adf 4822148649 | = oy 3
Extension Filtering 107.430.169:177 M United Sta.. unknown_host/123/adsf/adf 169.21014813 || gz 0 (3
Known Attack 109.26.9.200:85 N il France unknown_host/abed/efg 49.15.149 248:
File Upload 1111196246113 @ Japan unknown_host/test_url 201.131.206.34
Recnnnes Header Filterinn 111 217711097 @ Japan nnknnwn_hnet/193 fadef/arf 154 J4A 20 14f
4| .
A 2AH
c F7|2] HE7F A E S LI
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4. HIEEXH - ¢ 7|42 WAPPLES Management Portal (WMP) A{H|A X3

¥ GUI 7|9te 2 N|Z&|= &1 ZHEHsE WAPPLES 2L E{™ 9 22| A{H|A (wm.pentasecurity.com)
= 20| Xp4IO| Xt 20| HA|ZH2 2 WAPPLES HEf It} Jts
= WMPE O|8%CEMN 128 WAPPLES AA[Zt ZLIHEE &3t A&5% 80| 7ts
= WAPPLESS| Z& AMH|A O N2 & WAPPLES HOif &40 2 SMS/ o &8 71s ds
o Lol DZ HRSHD US 2 o 2t HO|M WAPPLES AfH| A SHE =40 f%
= WAPPLESQ| A|AH 3igt BLIEE, F7| E X2 A = N3, Zo gE = H3 &
= HRLIE|E &% F82°% User Defined Pattern Lt %! Blacklist IP 2| AE &
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HEE Hgfo2 ZMEl ofE Gl Blacklist IP HEE =919] WAPPLESH|A 0| &7ts

WAPPLES 414 UEIT: O{@0RER_ME
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W 40jE =l zu Az (108 5]
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4. HIEEXEH - ICS (Intelligent Customer Support) AMH|A H|Z

WAPPLES 1 7H0j|A| H| S| =

. 7c‘>'7é'>*x1| oF A EotEl MH[A HS
I H(Reputation) 7|8t Black List IP M| & 7ts

—

H=H4Q 22t ol s o Sl S HEE S

Web Application Threat Report

SYUEHOM BA SA Feortd 1w 8 4% 1P & HetHel @ 5

Web Application
Threat Report

: Trends for the Second Half of 2013

1. WAPPLES Rules 92| 4% 10
sarcion piaco: [ i 5%
e vinctin N 163 %
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5. S22l (1/2)

Class Value
Appearance
Capacity
Maximum Throughput 100 Mbps 300 Mbps 500 Mbps
HTTP Transaction/sec 10,000 20,000 30,000
HTTP Connection/sec 9,000 18,000 25,000
Hardware
Type 1U 1U 1U
Memory 4 Gb 4 Gb 8 Gb
HDD 160 Gb 500 Gb 500 Gb
2 x 1G Copper port
2 x 1G Copper port 8 x 1G Copper bypass port
4 x 1G Copper bypass port
NIC 2 x 1G Copper port or
4 x 1G Copper bypass port Optional
4 x 1G Copper bypass port 2 x 1G Copper port
4 x 1G Copper bypass port
2 x 1G Fiber bypass port
Power Supply AC100~240V 50/60Hz 250W AC100~240V 50/60Hz 250W AC100~240V 50/60Hz 250W
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5. S22l (2/2)

Class Performance High End

WAPPLES-1200 WAPPLES-2200 WAPPLES-5200

Appearance

Capacity

Maximum Throughput
HTTP Transaction/sec

HTTP Connection/sec

Hardware
Type
Memory
HDD
SSD

NIC

Power Supply

2L e ®

2 Gbps
50,000
35,000

2U

8 Gb
1Tb
128 GB

2 x 1G Copper port
4 x 1G Copper bypass port
or
2 x 1G Copper port
2 x 1G Fiber bypass port

Optional
4 x 1G Copper bypass port
8 x 1G Copper port
4 x 1G Fiber module port
8 x 1G Fiber module port
2 x 1G Fiber bypass port

AC100~240V 50/60Hz 400W

Redundant Power Supply

S

4 Gbps
70,000
45,000

2 U

16 Gb
1Tb
128 GB

2 x 1G Copper port
4 x 1G Copper bypass port
or
2 x 1G Copper port
2 x 1G Fiber bypass port
or
2 x 1G Copper port
2 x 10G Fiber bypass port

Optional
4 x 1G Copper bypass port
8 x 1G Copper port
4 x 1G Fiber module port
8 x 1G Fiber module port
2 x 1G Fiber bypass port
2 x 10G Fiber module port
2 x 10G Fiber bypass port

AC100~240V 50/60Hz 400W

Redundant Power Supply

Bell InformationzSolutions @&

10 Gbps
140,000
90,000

2 U

24 Gb
1Tb
128 GB

2 x 1G Copper port
4 x 1G Copper bypass port
or
2 x 1G Copper port
2 x 1G Fiber bypass port
or
2 x 1G Copper port
2 x 10G Fiber bypass port

(Optional)
4 x 1G Copper bypass port
8 x 1G Copper bypass port
4 x 1G Fiber module port
8 x 1G Fiber module port
2 x 1G Fiber bypass port
2 x 10G Fiber module port
2 x 10G Fiber bypass port

AC100~240V 50/60Hz 600W

Redundant Power Supply

14 Gbps
180,000
130,000

2 U

32Gb
1Tb
128 GB

2 x 1G Copper port
4 x 1G Copper bypass port
or
2 x 1G Copper port
2 x 1G Fiber bypass port
or
2 x 1G Copper port
2 x 10G Fiber bypass port

(Optional)
4 x 1G Copper bypass port
8 x 1G Copper bypass port
4 x 1G Fiber module port
8 x 1G Fiber module port
2 x 1G Fiber bypass port
2 x 10G Fiber module port
2 x 10G Fiber bypass port

AC100~240V 50/60Hz 600W
Redundant Power Supply
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1. WAPPLES V-Series 27|

T £ X SERE AYZE(WAF)
= WAPPLES V-Series=, 2225 ARE MBS XL AFEAHE @[3l Virtual Appliance HEN2 XS &|= WAPPLES
= WAPPLES V-Series®| 7| 289l 7|52 H/W Appliance HEZ XN &535t= WAPPLESTH 5L

— o =

Citrix XenServer 1} VMWare vSphere, Redhat2| KVM, Hyper-V, Amazon2| AMI & X| &
= WAPPLES V-Series= HtEA| ZEA| (Reverse proxy) 2 T4
(*Q12}2l(Inline) 2| BRE 1Z49| Hypervisor 2t 0] [}2}t 7hs Of § THEh

— - =

= 7te OfZ2E0|AUAE SR E 2E0M S5 7hsoHA ST, 7heel HIERIS IHEO|A FHE of &Oo] ER

- O =

X| ¢! Hypervisor
Cloud Computing Environment %ﬂ

00— @& X—% e

AHEAL OIE{ Sl WAPPLES V Serise SVlersarver
Virtual WAF

) vmware

amazon
webservices”
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2. WAPPLES MS (Management System) 271

0{2{ CHe| WAPPLESS ZtHGSIA| &2|st= ST 22| HE A|AH

= WAPPLES-MS+= Ctol HERIAO G 28 2X| =0 A= o2 CHe] WAPPLES (H/W Appliance & V-Series) =
StLEo| #te| 2&2 0|835t0 4 N o 7ts

= 2| 2hgof olsf sk 2| S0 5ﬁEIH'—r ARb 22 Eot HX| StF o2 QI5t0] 5 Yot | HFof L3t
WAPPLESE 1&%}5t0] EEIE*OEAH Bt 240 gF 2EE MS

0{2{ CHe| WAPPLESO]| CHsl 71 22| 2

WAPPLES
HA

fo

WAPPLES

Proxy 0}’

Internet Data Center

FA Koot
HE|sk E8 22| 7|5, MAIZE 57|35t
v WAPPLES-MSE 0|83t WA
WAPPLES v OIA|EE E3 2tg|
<

PPLES §% Z1 2tz

¢ ¢¢

Inline

¢

WAPPLES L/B v SEE= WAPPLESS| A|AH! Szt AMA|ZE ZE

- o — O

Solution I— of2{ Cje| WAPPLESS WAPPLES MSE Sdl 5% 22| 7'

>

—0}' WAPPLES

WAPPLES | HA
me|  wapPLES

Proxy
R

Internet Data Center

v One-click 2822 M d& 57|}

v U 324 S WAPPLESO| 2|3t £ Aol CHH
2 EIM 7|5 S (01F)

v HELT 4738/478 &2 (Multi tenant) &

2|t 29 9l T3

—
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2-(1). 2= vzt

2015. 12 ICSA labs WAF 915

PCI-DSS v3.1 & HAE EZF
= 2014. 07 WAPPLES V-Series 2| CC 21&
= 2013. 06 WAPPLES v4.0 GS 91
= 2013. 04 sM7|= 3 SMI|=HE 25
= 2012. 11 =X CC(Common Criteria) EAL4 215
= 2011. 12 VMware Solution Provider Xt4d 2 &
= 2010. 06 WAPPLES i“‘*% cc o1s
= 2009. 12 PCI-DSS =4 915 3= <cces> < ICSA labs WAF 15 >
= 2008. 07 %*gag(as cC
= 2007. 05 ™MAtmt Mgt 5
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= HOob 74Xl 7|dto| ¥laZ EX|EE (METHOD FOR DETECTING A WEB ATTACK BASED ON A SECURITY RULE)
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2-(4) PCI-DSS v3.1 & HIAE B Z (1/3)
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2-(4) PCI-DSS v3.1 &4 HIAE HZ (2/3)
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2-(4) PCI-DSS v3.1 &4+ HAE HZ

(3/3)
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